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Figure 1. IoT architecture with 3-layers. 

(A) Application layer 

According to [11], application layer is responsible for delivering different services depending on the information stored on different servers for different applications such as smart health, smart cities, and smart homes. 

(B) Network layer 


,	                         (1)

Where i, j is the pixel index, weight  determined by guided graph G, which is completely independent from the input image.

2.2 Cyber Attacks on IoT 

(A) Malicious Code Injection Attack

The attacker attacks a node by physically infiltrating it with malicious code, which allows the attacker to seize control of the IoT network. 

(B) Phishing attack

Sensitive information can be obtained by an attacker using an infected email or website to impersonate the user's confirming identity. 

(C) Spyware and Worms

3. Research Methodology  

In this study, to achieve the research objectives, we used a Systematic Literature Review (SLR) as shown in Figure 3. 

[image: ]

Figure 3. PRMISA methodology. 

4. Analysis and Findings

As we mentioned in the preceding section, we analyzed the main threats in IoT based on three layers of IoT architecture including application layer, network layer and perception layer.

4.1 Findings of Classification of Threats and Attacks in Application Layer

Based on the analysis of the literature review, we categorized cyber threats and attacks in application layer of IoT into technical threats, as presented in Table 1. 
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Table 1. Classification of Threats and Attacks in Application Layer

	Layer
	Type of threats and attacks
	Description

	


Application layer 
	Malicious Code Attacks [7],[6]
	Attacks through running malicious codes.

	
	Cross-Site Scripting Attack [8]
	Attacker runs malicious codes on the web browser of the victim by adding malicious code on legitimate websites thus allowing him to tamper the application.

	
	Botnet [9]
	The hacker hijacks network of devices by Botnet and can control them from a single access point.
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